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®— NIS2's Implicit Question R

NIS2 does not ask:
Do you have controls?
NIS2 asks:

Can you manage cyber risk, sustainabl
and under governance?

This Is a capability question,
not a checklist question.
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®— Why Controls Are Not Enough o o

BELGIUM

Controls tell us:
That something exists

They do not tell us:
* |f it works
» Ifitis governed
* |f it will still work tomorrow
* |f management is accountable

> 1 =< Controls alone # cyber resilience (NIS2 intent)
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®— Introducing “Capability” e

>
oW CyFun®

In CyFun®, a capability is:

The demonstrable ability of an organization to

manage a specific cyber risk in a sustainable,
governed, and repeatable way.

Key aspecits:

* Organisational
» Lifecycle-based
* QOutcome-driven
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®— What Makes a Capability

A capability only exists when several elements come together:
1. Governance and ownership

. Risk-based decision-making

. Operational execution

. Monitoring and feedback

. Continuous improvement

OO ~ WO DN

Without all five:

No capability
* Only isolated controls
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®— \Why Capability Is Central to NIS2

NIS2 explicitly requires:
* Risk-based security (Art. 21)

* Management responsibility (Art. 20)
» Effectiveness over time
» Proportionality

These requirements:
» Cannot be validated via controls alone
» Can be evaluated via capability maturity
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®— Capablility Needs a Measure: Maturity

Capability alone is not enough.

Supervision also needs to answer:
* How robust is this capability?
 How well is it embedded?
 How dependent is it on individuals?

CyFUn Self-Assesment

Documentation | Implementation
. % Tool Version 2023-10-02

Total Maturity level

Overall 300 105 102

1,03

Assessment (|0RA] " y ¥ X
K (IDRM) X ¥ Y

Iy Ehain Risk

(D3
‘Authentication and ACCess Control [ X ¥ ¥
d Training (PRAT] X ¥ ¥
Data Security (PR.DS] y ¥ g
[information Protection Pracesses and Proceaures, (PR, | ¥ i
ect

This IS where

300 1,00 100 100

i
[Recovery Planning (RC.RP] 3,00 1,00 1,00 100
i 300 1,00] 1,00 100

c (RC.COY 300 1,00 1,00 1,00

XY MEASURES (o) WEV MEASURES (k)
o ehary Lol CyerFundamentals Framevwork sub : et | KM | pocumentation : Implementation sub . Joreet | KM
—m Maturiy Levels Requirement wmaturity | matarity [ e . Requirement waturity | Matur
i score | score L L = score | scor
" 5-Gptimising 3
[ - ] s o+ Monmget ., ientites andcredentaisfor suthorized devies ;
provenens (e F tooel 3 enaee PRAC |t users shal b managed. 3o Ead 0 10 e e s et i s B
econerypamncg (57 p—— 2-Repestable : el oariners
< / 1-Initia The arganiztion' netwarkswhenaccessed sz restritions, connacton requiremans,
PRAC3 irematelysnallbe secured, incluing thraueh 300 100 100 10 PRACS 300 104
™ JRS— [ERP—— e e T
et e ] ot
Mitaton (RS Rk Mnsgamart Strategy (0.7 Access permissions for users o the s £
PRAC |organisation's systems shal be defied and 300 100 100 100 PRACS 300 10
. o o m e
rot
n andas s —— ——— smpychain Rk Ensgemer (050) spanams
Icshallbe Identfied whoshouldhave access o
- . PRACA ithe organization's businessserficaliformation | 300 100 100 100 PRACS 30 100
oo — e s e eyt boundarie within the organiation' critcal systams by
. i limited tothe systems andspecifc nformation
e e fremmm———— R e s L 40 L PRDSS | riticalintorl pointswhen unautharized access and 00 %
y el actiiies, including dat laskage, s atecra
securty Coninuns wonkog (0E. ) \ oamsecty r1.5)
/ T —— A e rganization shal develop, document, and maintaina
O B W ROV e s | 10 10 Py TP r ol deveio, documen;sn maica oo ||
rotative Techmogy (P 57) ‘ainzrancs (sl
i organizatlon shal mon ot 3nGanti Gniihorisd ise

/ @




’4:% CENTRE FOR

®— Maturity in CyFun® i

The CyFun® CAS uses a uniform maturity scale:

-aturity makes cyber resilience:

 observable
* comparable
I!I

» defensible in supervision
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®— What CyFun® CAS Actually Assesses W oo

CyFun® CAS does not assess:

e Tools
* Technologies
 \Vendors

It assesses:
* How capabilities are organised
 How decisions are made
 How risk is controlled
 How improvement is driven

Organisational behaviour, not artifacts.
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®— Example: Incident Response Plan oo

RS.MA-01.1 An incident response plan, including defined roles, responsibilities, and authorities, shall be
executed during or after a cybersecurity event affecting the organisation's critical systems (CyFun® BASIC)

Low maturity:

* Incident response plan exists
* Roles and authorities unclear in practice
* Execution is ad hoc and reactive
 Response depends on individuals
Higher maturity:
* Clear ownership and decision authority
 Management involved according to defined escalation rules
 Incident response reqgularly tested and exercised
* Lessons learned drive updates to the plan and execution

Same “control”, different capability maturity
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Why This Enables Objectivity W iR

CyFun® CAS relies on:
. Observable practices
. Decision structures
. Evidence of consistency
. Management interaction

Result:
 Reduced assessor subjectivity
« Comparable outcomes
o Defensible assessments
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®— From Capability Maturity to NIS2 Compliance W &=

CyFun® provides a structured link between:
* NIS2 obligations (Art. 20 & 21)

* Observable organisational capabilities

» Maturity-based evidence of effectiveness

This enables:

» Consistent interpretation of NIS2 requirements
* Risk- and maturity-based supervision
» Defensible supervisory conclusions
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®— What Regulators Gain o e

With CyFun®, authorities can:

« Compare entities fairly and
consistently

» Supervise proportionally, based on
risk and maturity

* [dentify and prioritise weakest
capabilities

* Track measurable improvement
over time

Supervision shifts from:
“Is this compliant?”
to

“Is this organisation
cyber-resilient?”
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What Organisations Gain
Organisations gain:

» (Clear expectations

o Structured improvement
paths

 Management-level insight

» Defensible compliance
position
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Compliance becomes:

* QOperational
 Measurable
« Strategic meaningful
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®— Closing: The Core Message

* NIS2 compliance is not binary
* |t is capability-based
* And must be evaluated through maturity

Cyber resilience is not about having conftrols.

It is about having mature capabilities.
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CCB Certification Authority (NCCA) Q:@

certification@ccb.belgium.be

Centre for Cybersecurity Belgium
Under the authority of the Prime Minister

Rue de |la Loi / Wetstraat 18 - 1000 Brussels
www.ccb.belgium.be
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®— \What does TLP Green mean? W cooscan

TRAFFIC LIGHT PROTOCOL (TLP)

Sources may use TLP:GREEN when information is useful to increase
awareness within their wider community.
Recipients may share TLP:GREEN information with peers and partner

Green (TLP GREEN)
‘ Limited disclosure, recipients can spread this OrganlzathnS Wlthln thelr COmmunIty, bUt nOt Vla DUb“CIy aCCeSSIb|e
| channels (e.g. websites, LinkedIn...). TLP:GREEN information may not be
shared outside of the community. Note: when “community” is not defined,

assume the cybersecurity/defense community.
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